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Abstract—Recently, the concept of Software-Defined Net-
work (SDN), which allows us to administer and configure a
network in a centralized and software-programming manner, has
gathered network engineers’ and researchers’ attention rapidly.
In particular, the expectation and concern to OpenFlow as an
implementation of the SDN is remarkable. As a result, research
activities, which include prototyping, implementation, demonstra-
tion and experiments, conducted over OpenFlow networks have
been a worldwide tendency. In such research activities, however,
the difficulty in understanding network topology, traffic amount
and an actual path of a network flow on the OpenFlow network,
and the intricacies in debugging software designed for OpenFlow
are serious problems in the development process of OpenFlow
controller. This research aims to realize a visualization software
that facilitates researchers to perform OpenFlow controller devel-
opment and demonstration experiments performed on an actual
OpenFlow network. In this paper, the authors summarize the
achievement of their research work in progress as well as the
future direction.

I. INTRODUCTION

Recently, Software-Defined Network [1], a newly emerged
concept of network architecture has gathered much concern
and expectation from network engineers and researchers. SDN
decomposes networking functions equipped on ordinary net-
work switches and routers to data forwarding function and
control function. In SDN, the control function performed on
each switch is aggregated to a software application as a SDN
controller. This concept enables us to dynamically configure
and control the entire network through the controller in a cen-
tralized manner. Also, it is expected as a network virtualization
technology that is able to provide multiple isolated virtualized
experimental networks simultaneously.

Today, in particular, OpenFlow has become a promising
implementation technology of the SDN concept. In general,
an OpenFlow network is usually composed of an OpenFlow
controller responsible for the control functions for handling
network packets and multiple OpenFlow-capable network
switches. OpenFlow protocol provides an open standard to
manage flow-tables in multi-vendor network facilities [2].
These switches and routers communicate with the controller

through the OpenFlow protocol. Making use of the protocol, a
network administrator can partition traffic into production and
research flows.

From such expectation and concern to the SDN and
OpenFlow, many research activities and experiments using
OpenFlow networks have been actively performed in these
days [3], [4]. In general, the operation of an OpenFlow
network requires the development of an OpenFlow controller,
so that the OpenFlow controller as a software program can
handle flow-tables on OpenFlow-enabled network switches
and routers [5]. For the reason, several kinds of development
frameworks which facilitate us to code OpenFlow controller,
such as POX [6], Trema [7] and Floodlight [8] have been
available.

Despite of the existence of such frameworks, the developer
tends to have the following two difficulties. The first difficulty
lies in understanding the topology of the entire OpenFlow
network, actual paths of the network flows, traffic amount on
each link of the network and so forth. The second difficulty is
that the developer would be forced to go through try-and-error
process, in other words, to repeat the process of modifying a
program as a controller and then confirming the behavior of the
program, accompanied with the restart of the whole OpenFlow
network.

In this paper, we report a research work in progress towards
OpenFlow network visualization software, which can facilitate
us to efficiently develop an OpenFlow controller. The rest of
the paper is structured as follows. In section II, we review
the process of OpenFlow controller development and consider
the issues to go up the development efficiency. In section III,
we show the OpenFlow network visualization software which
allows us to view the topology of our target OpenFlow network
and operate flows on it with ease. We conclude the paper in
section IV.

II. PROBLEM IN OPENFLOW CONTROLLER

DEVELOPMENT

In OpenFlow, data plane responsible for packet forwarding
function is deployed on OpenFlow network devices such as
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sandra
高亮
摘要：近日，軟件德科幻的概念定義網絡（SDN），這使我們能夠管理和反對網絡古爾網絡在集中和軟件編程的方式，已經聚集了網絡工程師和研究人員的關注迅速。特別是，期望和關心的OpenFlow作為SDN的實現是顯著的。其結果是，研究活動，包括原型設計，實施，性的示範和實驗，以上的OpenFlow網絡上進行的是一個世界範圍內的趨勢。在這樣的研究活動，但是，難於理解網絡拓撲，業務量和所述的OpenFlow網絡上的網絡溢流的實際路徑，而在複雜的調試軟件，設計用於OpenFlow的是在OpenFlow的控制器的開發過程中的嚴重問題。這項研究的目的是實現有利於科研人員進行實際OpenFlow的網絡上進行的OpenFlow控制器開發和演示實驗可視化軟件。在本文中，筆者總結了實現其研究工作進展，以及未來的發展方向。
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近日，軟件德音響斯內德網[1]，一個新興的網絡架構概念已經收集到的網絡工程師和研究人員廣泛關注和期待。 SDN分解配備在普通網絡交換機和路由器到數據轉發功能和控制功能的網絡功能。在SDN，每個交換機上執行的控制功能被聚合到一個軟件應用作為SDN控制器。這一概念使我們能夠動態地配置和控制通過控制器在整個網絡的一個集中的方式。此外，可以預期作為網絡虛擬化技術，能夠同時提供多個分離的虛擬實驗網絡。

sandra
底線
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今天，特別的OpenFlow成為SDN概念的一個有前途的實現技術。在一般情況下，一個OpenFlow的網絡通常由負責處理網絡分組和多個OpenFlow的能力的網絡交換機的控制功能的OpenFlow的控制器。 OpenFlow的協議提供了一個開放的標準來管理溢流桌在多廠商網絡設備[2]。這些交換機和路由器通過了OpenFlow的協議控制器進行通信。利用該協議，網絡管理員可以劃分流量分成的生產和研究流程。
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從這樣的期待和關注的SDN和OpenFlow的，使用OpenFlow的網絡提供了許多研究活動和實驗一直在積極進行中，這些天[3][4]。在一般情況下，一個OpenFlow的網絡的操作需要的OpenFlow控制器的發展，從而使控制器的OpenFlow為軟件程序可以處理的OpenFlow功能的網絡交換機和路由器[5]溢流-表。由於這個原因，若干種發展框架便於我們編碼OpenFlow的控制器，如POX[6]，山黃麻[7]和泛光燈[8]已經面世。
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儘管有這樣的框架的存在，顯影劑趨於具有以下兩個問題。第一個困難在於了解整個的OpenFlow網絡的網絡的每個鏈路等的拓撲，所述網絡流的實際路徑，業務量。第二個困難是，顯影劑將被迫經過嘗試和錯誤的過程中，換句話說，再重複修改程序作為控制器，然後在確認程序的行為的過程中，伴隨著的再啟動整個OpenFlow的網絡。
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在OpenFlow的，負責分組轉發功能數據平面上部署的OpenFlow網絡設備，例如交換機和路由器。另一方面，負責路由決策控制平面上部署OpenFlow的控制器。網絡功能這種分離允許每個OpenFlow的交換機來處理基於每個溢流基礎的數據包。此外，這種每溢流分組的控制性使網絡資源的網絡連接細粒度切片，這導致多個隔離的虛擬網絡。
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switches and routers. On the other hand, control plane respon-
sible for routing decision is deployed on OpenFlow controller.
This separation of network functions allows each OpenFlow
switch to handle packets on a per-flow basis. Furthermore,
this per-flow controllability of packets enables the fine-grained
slicing of network resources, which results in multiple isolated
virtualized networks.

The development of an OpenFlow controller necessitates
fair amount of careful consideration and error-prone operation
due to the controllability of network packets on a per-flow
basis. In most cases, the development of OpenFlow controller
involves the following steps.

1) Placement and deployment of data plane in OpenFlow
network.

2) Designing and coding of OpenFlow controller.
3) Experimental operation of OpenFlow network.
4) Verification of OpenFlow controller behavior.

Usually, these steps need to be repeated for confirming the
precise behavior of the developed controller. Importantly, the
developer has to understand how flow isolation and resource
slicing are performed in data plane in addition to the physical
topology of the target OpenFlow network. Furthermore, par-
ticularity in the case that a group of developers collaborate,
they have to have a common view of virtualized space and
physical space of the target OpenFlow network. Moreover,
the developer is required to restart the software program as
the controller many times every time he or she modifies the
program. These factors lower the efficiency in development.

III. PROPOSAL AND STATUS REPORT OF OUR WORK IN

PROGRESS

For the consideration above, we have been prototyping
visualization software that can give OpenFlow controller de-
velopers an intuitive understanding of how network flows are
formed and what the topology of a physical OpenFlow network
is like. Also, the visualization software is being developed
with a flow control interface that allows the developers to
temporarily add and remove flow-entries directly to OpenFlow
switches via OpenFlow controller, without having OpenFlow
controller restarted.

OpenFlow switch

XML-RPC

Visualization module

OpenFlow controller developer

OpenFlow Controller

C
om

m
unication 

m
odule

dl src …..
dl dst ….. 
dl vlan ….. 
dl vlan pcp …..
dl tyoe …..
nw tos …..
nw proto…..
nw src …..
nw dst …..
tp src …..
tp dst …..
Route …..

Fig. 1. Overview of our visualization software.

Figure 1 overviews the architecture of our visualization
software. The visualization software under our development
is composed of visualization module, communication module
built in an OpenFlow controller, and OpenFlow switches. The
visualization module is in charge of visualizing a topology
of the OpenFlow network as a graph and then superimposing
network flow information on the graph. Also, through the
visualization module, the developers can add and remove flow
entries to OpenFlow switches. The communication module
built in OpenFlow controller is responsible for obtaining the
information on network from switches and mediating the
interaction between the developer and OpenFlow switches. For
the communication between the communication module and
OpenFlow switches, OpenFlow is used. For the interaction
with the visualization module, XML-RPC [9], [10] has been
adopted in this research. XML-RPC is an easy and popular
protocol to make a Remote Procedure Call (RPC) over the
network. In this implementation, the communications between
the visualization module and the communication module in
an OpenFlow controller are performed by XML-RPC. For the
development of OpenFlow controller, we have adopted Trema,
which is a programming framework for OpenFlow controller,
focusing on the characteristics of enabling the development of
OpenFlow controller in Ruby and C.

A. Visualization module

The visualization module has two functionalities. The first
functionality is to visualize the topology of the target Open-
Flow network and superimpose the information on network
flows on it. The information on network flows include traffic
amount on each link between OpenFlow switches composing
the OpenFlow network, a list of network flows, traffic amount
of each link. For visualization of network, we have adopted
Jung 2.0.1 (Java Universal Network/Graph Framework) [11].
The second functionality is to allow the developer to directly
describe flow entry parameters. Figure 2 shows the snapshot
of the visualization software under development.

Fig. 2. Snapshot of visualization software under development.

B. Communication module

The communication module makes the topology graph of
an OpenFlow network by utilizing LLDP (Link Layer Discov-
ery Protocol), a protocol for information exchange between
neighbor devices. The communication module first instructs
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一個OpenFlow的控制器的發展就必須經過慎重的考慮和容易出錯的操作相當，由於基於每個溢流基礎網絡數據包的可控性。在大多數情況下，OpenFlow的控制器的發展涉及以下步驟。
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1）安置和部署數據平面的OpenFlow的網絡。
2）設計和OpenFlow的控制器編碼。
OpenFlow的網絡3）實驗操作。
4）核查的OpenFlow控制器行為。
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通常情況下，這些步驟需要重複進行網絡騙子的中最差開發的控制器的精確行為。重要的是，開發人員必須了解如何溢流隔離和資源切片在數據平面中進行，除了目標的OpenFlow網絡的物理拓撲。此外，特殊性的情況下，一個組開發人員合作，他們必須有虛擬化的空間和目標OpenFlow的網絡物理空間的一個共同看法。此外，顯影劑需要每次重新啟動該軟件程序作為控制器多次他或她修改方案。這些因素降低在發展中的效率。
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對於上面的考慮，我們一直在原型設計可視化軟件，可以給OpenFlow的控制器開發一個直觀深入的了解網絡流量形成那叫一個物理的OpenFlow網絡的拓撲結構是怎樣的。此外，可視化軟件正在開發一個溢流控制接口，允許開發人員臨時添加和刪除直接通過OpenFlow的OpenFlow的控制器切換溢流條目，而無需OpenFlow的控制器重新啟動。
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圖1概述我們的可視化軟件的體系結構。在我們的開發的可視化軟件是由可視化模塊，內置了OpenFlow的控制器通信模塊和OpenFlow的交換機。可視化模塊負責可視化的OpenFlow網絡作為圖形的拓撲，然後疊加在圖形上網絡溢流信息。此外，通過可視化模塊，開發者可以添加和刪除溢流項OpenFlow的交換機。
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內置的OpenFlow控制器的通信模塊是負責獲得從交換機網絡上的信息和中介的顯影劑與OpenFlow的交換機之間的相互作用。為通信模塊和OpenFlow的交換機之間的通信，OpenFlow的被使用。用於與可視化模塊的交互，XML-RPC的[9]，[10]已經通過此研究。
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可視化模塊有兩個功能。第一功能是可視化的目標開路流網絡的拓撲結構和疊加信息就可以了網絡流量。對網絡流量的信息，包括交換機組成的OpenFlow的每一個環節上的交通量的OpenFlow網絡，網絡流量的列表，交通量的每個環節。對於網絡的可視化，我們採用榮格2.0.1（Java的通用網絡/圖框架）[11]。第二個功能是允許開發者直接描述溢流進入參數。圖2示出了正在開發的可視化軟件的快照。
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通信模塊使一個OpenFlow的網絡通過利用LLDP（鏈路層發現協議），協議為鄰居的設備之間的信息交換的拓撲圖。通信模塊連接的第一個指示每個OpenFlow的交換機，以LLDP數據包發送給所有的鄰居。一個LLDP數據包包含發件人切換的ID，它是通過發送端口的ID。

sandra
文字方塊
XML-RPC(Remote Procedure Call):
1. 是一個可在不同的操作系統上運作(Unix, Windows and Macintosh)
2. 可使用不同程式語言編譯(Perl, Java, Python, C/C++)
3. 遠程過程中使用HTTP作為傳輸和XML(HTML)作為編碼
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主要功能:
1. OpenFlow switch:
    -負責與 OpenFlow controller 連接並且將封包轉送到目的端
   -聽命於 OpenFlow controller 行動做事
2. OpenFlow controller:
    -管理每個 OpenFlow switch 封包該如何走
   -透過網頁(XML-RPC)操作方式來呈現



each OpenFlow switch to send LLDP packets to all neighbors.
A LLDP packet contains the ID of the sender switch and the
ID of the port that it is sent through. On receiving the LLDP
packet from a neighbor switch, OpenFlow switches report its
arrival to the communication module. With this mechanism, the
communication module can obtain the information on all links
and then build the topology graph of the OpenFlow network
which OpenFlow switches form. Furthermore, to understand
the connections between OpenFlow switches and hosts, the
communication module works as follows. In the event that a
new host is connected to an OpenFlow switch and sends out
any packet, the event is informed to the communication module
built in the OpenFlow controller. Then, the communication
module extracts source MAC address and IP address contained
in the packet. If their address is unknown to the communication
module, it adds the corresponding connection between the
OpenFlow switch and the new host to the graph obtained by
the LLDP-based mechanism above.

To obtain the information on network flows on the Open-
Flow network, the communication module analyzes flow entry
information retrieved from each OpenFlow switch. Figure 3
shows an example of flow entry information retrieved from an
OpenFlow switch. As the figure shows, the flow entry informa-
tion retrieved from an OpenFlow switch contains only which
port to send out for a series of packets that matches a rule set in
advance. Furthermore, the information is fragmentary and thus
the developer has difficulty in understanding the entire network
flows on the target OpenFlow Network. In the communication
module, “match”, “actions”, and “packet count” are focused.
In order to understand the network flows on the OpenFlow
network, the communication module obtains these information
from each switch every 1 second. Also, the traffic amount
of each network flow is estimated from the comparison of
“byte count” flowed on a specific port between the information
obtained every 1 second.

The communication module also has the ability to modify
the actual path of a specified flow. This is conducted by
adding new flow entries which override the flow entries of
the specified flow. Note that the modified path will be reverted
some time later because the original OpenFlow controller will
refresh the flow entries in the event of timeout.

Fig. 3. Flow entry information retrieved from OpenFlow switch.

C. OpenFlow switch

As of writing this paper, we do not have enough OpenFlow
switches to make an OpenFlow network. In this research,
Open vSwitch [12], [13] has been used for emulation of
OpenFlow switch. Open vSwitch is a software implementation
of an OpenFlow switch intended to run as a virtual switch
in virtualized environments. Open vSwitch can operate both
as a software switch running within the hypervisor, and as
the control stack for switching silicon. It has been ported to
multiple virtualization platforms and switching chipsets [13].
In this research, an OpenFlow network has been constructed
with Open vSwitches in a Linux machine.

IV. CONCLUSION

In this paper, our research work in progress toward
OpenFlow network visualization software was reported. We
have focused on the difficulties in developing an OpenFlow
controller and thus started the development of OpenFlow
network visualization software for the purpose of facilitating
the developer’s coding. At the time of writing this paper, the
software is still under development. The authors would like
to improve the prototyped visualization software obtaining the
feedback from actual developers and engineers working around
OpenFlow network.
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從鄰居交換機接收LLDP包，OpenFlow的交換機報告它的到來給通信模塊。與此機制中，通信模塊可以得到的所有鏈接信息，然後建立其OpenFlow的切換形式的OpenFlow網絡的拓撲圖。此外，要理解的OpenFlow交換機和主機之間的連接，該通信模塊的工作原理如下。
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在一個新的主機連接到一個OpenFlow的交換機和發送的任何數據包的情況下，該事件被通知到建在OpenFlow的控制器的通信模塊。然後，通信模塊提取包含在分組中的源MAC地址和IP地址。如果他們的地址是未知的通信模塊，它增加了的OpenFlow開關和新主機到由上述的LLDP系機構所獲得的曲線圖之間的對應關係。
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以獲得關於網絡的信息的OpenFlow網絡上流動時，該通信模塊分析來自每個OpenFlow的交換機檢索溢流條目的信息。圖3顯示了從一個OpenFlow的交換機檢索溢流條目信息的一例。如該圖所示，信息從OpenFlow的交換機中檢索到的溢流條目僅僅包含到發送的一系列數據包相匹配的規則預先設定的端口。
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此外，信息是支離破碎，因而顯影劑難以理解對目標的OpenFlow網絡在整個網絡流動。在通信模塊，“匹配”，“行動”和“包計數”的重點。為了理解的OpenFlow網絡上的網絡流量，通信模塊獲得這些信息從每個開關每隔1秒。另外，交通量的每個網絡溢流估計從“字節數”的比較獲得流動每1秒的信息之間的特定端口上。
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該通信模塊還具有修改一個特定的編溢流的實際路徑的能力。這是通過將其覆蓋特定網絡版溢流的溢流項新溢流條目進行。需要注意的是莫迪網絡版路徑將被恢復一段時間後，因為原來的OpenFlow控制器將刷新超時的情況下的溢流條目。
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作為書寫本文中，我們沒有足夠的OpenFlow交換機作出OpenFlow的網絡。在此研究中，打開虛擬交換機[12]，[13]已被用於仿真OpenFlow的開關。開放虛擬交換機是軟件實現的OpenFlow的開關旨在為在虛擬環境中的虛擬開關運行的。開放虛擬交換機可以操作既作為管理程序內運行的一個軟件開關，並作為控制堆棧切換矽。它已經被移植到多種虛擬化平台和交換芯片[13]。在這項研究中，一個OpenFlow的網絡已經建成，在一台Linux機器打開的vSwitch。

sandra
高亮
在本文中，我們的研究工作，對OpenFlow的網絡可視化軟件的進展報告。我們專注於開發一個OpenFlow的控制器上的困難，從而開始了OpenFlow的網絡可視化軟件開發為方便開發人員的編碼的目的。在寫這篇文章的時候，該軟件仍處於開發階段。筆者想改善原型可視化軟件獲得實際開發人員和工程師圍繞OpenFlow的網絡工作的反饋。


